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APPARATUS AND METHODS FOR CELLULAR COMMUNICATION 

5 REFERENCE TO CO-PENDING APPLICATIONS 

Applicants hereby claim priority of U.S. Provisional Patent Application Serial 
No. 60/200,646, filed April 28, 2000, entitled "Radio Link Communications Protocol". 

REFERENCE TO COMPUTER PROGRAM LISTING APPENDIX 
10 Computer program listing appendices are submitted herewith on one 

compact disc and one duplicate compact disc. The total number of compact discs 
p including duplicates is two. There are three files on the compact disc which are text files 

^ in hexadecimal format and are termed herein Appendices A through C respectively. 

^ Their names, dates of creation, directory locations, and sizes in bytes are: 

15 Appendix A: located at reader\avr\exe containing file jmp_l_10. hex of 

April 12, 2001 and of length 19,486 bytes. 

Appendix B: located at reader\mcu\exe containing file Mcu_l_09.S19 of 
April 12, 2001 and of length 25,924 bytes. 

Appendix C: located at seal\exe containing file Main_pr.hex of April 12, 
p 20 2001 and of length 44,368 bytes. 

^ The material on the compact discs is incorporated by reference herein. 

FIELD OF THE INVENTION 
The present invention relates to apparatus and methods for cellular 
25 communication. 

BACKGROUND OF THE INVENTION 
Conventional cellular commimication systems are described inter alia in 
the following U.S. Patents: 4,222,115; 4,347,625; 4,399,555; 4,759,051; 4,799,252; 
30 4,802,235; 4,852,048; 4,866,710; 4,866,788; 4,914,651. 

The disclosures of all publications mentioned in the specification and of 
the publications cited therein are hereby incorporated by reference. 
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SUMMARY OF THE INVENTION 

The present invention seeks to provide a communication system such as 
but not limited to an RF (radio frequency) communication system or other cellular 
communication system comprising one or more readers or base stations and a plurahty 
of typical mobile units also interchangeably termed herein "subscribers", "tags" or 
"seals". Communication between each reader and an individual tag or seal is based on a 
slotted ALOHA approach as shown and described herein. Typically, the communication 
scheme shown and described herein is implemented by burning appropriate reader 
software into a chip or chips residing in each the readers and/or burning appropriate 
tag/seal software into a chip or chips residing in each of the mobile units. 

The RF communication system shown and described herein is useful in a 
broad variety of applications including but not limited to asset tracking, fleet 
monitoring, cargo security, asset tracking and yard management. 

The system of the present invention typically operates in TDMA (time 
division multiple access) mode, where the readers, operating as base stations, typically 
interrogate for presence of tags, and the tags respond in a random access mode, such as 
one which employs slotted ALOHA or altematively in a fixed assignment access mode. 

The tags and seals are typically battery operated devices. In order to save 
power most of the time the tags and the seals are typically in a sleep mode. Once in a 
while they wake up and search for presence of a reader in the neighborhood. A tag 
responds in a random time slot within a random access receiving window. 

A fixed assignment mode is a mode where a tag response occurs in a 
predefined time slot known to the system. In applications where the tags or seals by 
nature tend to be stationary, a fixed assignment mode of operation is preferred because 
it generally provides higher system throughput. The reader may be instructed by a 
controller to work in a fixed assignment mode. Altematively, an adaptive algorithm 
built into the base station may generate the decisions for switching back and forth 
between the a fixed assignment mode and a random access mode. 

A communication session is a reader transmission interval followed by a 
reader-receiving interval. 

The system of the present invention preferably uses either a spread 



spectrum RF link or a narrow band RF link. 

Tn lipft tiT ii t i i - i 1 1 -j I ' t ^h p rr j B pre t hen one reader is in use, the host computer 
controlling the readers typically synchronizes the rea3er?1rrprQvcQt their collision. 

Although the invention is described throughout with particular 
applicability to tags and seals, it is appreciated that the invention may also be applicable 
more generally, wherein tags and seals are generalized to communication subscribers 
generally having awake and sleeping modes. 

There is thus provided in accordance with a preferred embodiment of the 
present invention, a tag interrogation system including: 

at least one base station; and 

a plurality of tags, each having an awake mode and a sleeping mode; 

wherein each base station is operative to broadcast messages which are 
received by the plurality of tags and has a receiving window during which it is operative 
to receive messages sent by individual tags from among the plurality of tags, and 
wherein at least some of the messages broadcast by at least some of the base stations 
include an indication of the time at which a future receiving window is due_to_open, 
thereby to allow tags to conserve power by remaining in the sleeping mode until the 
future receiving window opens. 

There is additionally provided in accordance with a preferred 
embodiment of the present invention a tag interrogation system comprising: 

at least one base station; and 

a plurality of tags, 

wherein each base station has at least two receiving windows during which the base 
station is operative to receive messages sent by individual tags from among the plurality 
of tags, 

the receiving windows including: 

a first, fixed assignment, receiving window comprising a plurality 
of time slots respectively allocated to the plurality of tags; and 

a second, random access, receiving window during which the 
base station is operative to receive communications firom any of the plurality of tags. 

It is appreciated that there the first receiving window may precede or 
follow the second receiving window. 



BRIEF DESCRIPTION OF THE DRAWINGS AND APPENDICES 

The present invention will be understood and appreciated from the 
following detailed description, taken in conjunction with the drawings and appendices 
5 in which: 

Fig. 1 is a simplified timing diagram illustrating the relationship between 
the timing of various channels in accordance with a preferred embodiment of the 
present invention; 

Fig. 2 is an illustration of a known Manchester code useful in the present 

10 invention; 

Fig. 3 is a simplified illustration of a synchronization stream employed in 
O accordance with a preferred embodiment of the present invention; 

2 Fig. 4 is a simplified illustration of a synchronization stream employed in 

^ accordance with a preferred embodiment of the present invention; 

SJ 15 Fig. 5 is a table illustrating various combinations of synchronization 

streams employed in accordance with a preferred embodiment of the present invention; 
£^ Figs, 6 - 11 are simplified illustrations of message flows in various 

^ modes of operation in accordance with a preferred embodiment of the present invention; 

!S Fig- 12 is a simplified illustration of a preferred string transmitted by a 

O 20 reader in order to initiate communications; 

Figs. 13 - 15 are simplified illustrations of various commands transmitted 
by a reader following transmission of the string illustrated in Fig. 12; 

Fig. 16 is a simplified illustration of a response transmitted by a seal in 
response to the transmission of Fig. 12 and a transmission of one of Figs. 13-15; 
-5 Fig. 17 is a simplified illustration of division of a data stream into 

separate packets in accordance with a preferred embodiment of the present invention; 

Figs. 18A - 18F are together a table of commands transmitted by the 
reader in the course of a communication session; 

Figs. 19A and 19B are together a table, which summarizes system 
30 parameters employed in accordance with a preferred embodiment of the present 
invention; 

Figs. 20A and 20B are together a table, which summarizes the 
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communication time intervals employed in accordance with a preferred embodiment of 
the present invention; 

Fig. 21 is a simplified illustration of a preferred string transmitted by a 
reader in order to initiate communications; 

Figs. 22 - 54 are each an illustration of a string which corresponds to an 
individual one of the commands transmitted by the reader, which appear in Figs. 18A - 
18F; 

Figs. 55A and 55B are together a table, which summarizes various 
message types employed in seal response communications; 

Fig. 56 is a table illustrating various types of events stored in a memory 

of a seal; 

Fig. 57 is a string transmitted by the seal, which indicates the status. of 

the seal; 

Fig. 58 illustrates a format for the date and time transmitted by the seal in 
accordance with a preferred embodiment of the present invention; 

Fig. 59 illustrates a format for the Long Status transmitted by the seal; 

Figs. 60A - 83B are each an illustration of a string which corresponds to 
an individual response of the seal to an individual one of the commands which appear in 
Figs. 18A- 18F;and 

Fig. 84 is a table listing the values of the ** field of Fig. 83B. 

LIST OF APPENDICES 
Appendices A through C are coipputer listings which, taken together, 
form a preferred software embodiment of the present invention. 

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

As shown in Fig. 1, a complete communication session is typically 
divided into several windows, whose relative durations are not represented 
proportionally in the illustration: A Reader Header Window, a Reader Master Message 
Window also termed herein the "xMM window", a Reader Calibration Message 
Window also termed herein the "CM window", a Reader Interlace Window, a Fixed 
Assignment Receiving Window, a Random Access Receiving Window and an Alert 



Receiving Window. 

The Fixed Assignment Receiving Window includes a plurality of H 
time-slots respectively allocated to the Nr mobile units which respond therewithin. The 
random access Receiving Window may be operative in accordance with conventional 
Slotted ALOHA procedure. 

Each of the windows forming a communication session in accordance 
with a preferred embodiment of the present invention is now described: 

■eaden-Head- ei Wiiid nw^ As - l imiiiu i iL i L i h u. t^^gg pprinHiVaiiy wc ^ i -^ up 
looking for a readerT^he-Aaigkeu^ period is slightly shorter then the Thw time interval 
10 shown in Fig. 1. When a reader st3n9-^a,4iew session, it transmits a header with a 
duration of Thw. This provides the tag with the abilTty-tQdetect the reader. The header 
transmitted by the reader contains system and reader informatioh>J^ie tag receives that 
information and typically conducts an application-specific intemal proces?"'T>€4ieader 
2^ analysis . ■ ' — 

a I s 

"^J 15 In order to save energy at the tag because of the length of the header, the 

2 tag may return to sleep after detecting the presence of the reader, and wake up again at 

i_ the end of the header. Tags may wake with a random phase relative to the reader, or in 

phase. Waking in phase with the reader is a preferred mode of operation, to minimize 
power consumption. 

O 20 Additionally or altematively, the tag may employ information such as the 

Tji information contained in the string shovra in Fig. 12, to indicate the remaining 
length of the string. 

b. Reader Master Message Window: After the header, the reader continues 
with a broadcast message to all tags that are in the receiving zone. This message 

25 provides the tags with important information about the nature of the session. In the case 
of long master messages, the message is split into packets. 

c. Reader Calibration Message Window: This is an optional window for 
calibration messages. 

d. Reader Interlace Window: This optional window allows the system to 
30 activate several interlaced readers which, in some applications, increases system 

throughput. In this mode all readers share the same receiving window. 
yf . £^ © 4- AssiEimiTcat Rec eivi r r u Whidow : \\Tie rmtte"^sVste m ii? -ste5a7> 
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mdde of operation is typically employed. In such cases the tags after switching modes 
respotKi in this window in a specific time slot. Each tag is assigned to a different 
specificxdme slot. In this window and possibly in other windows, it may be that the 
responses Ve long. If this is the case, the responses are split into packets. In a case 
where a tag i^jeceiving signals from morether) one reader, the tag should keep track for 



each reader individually. In this way the tag responds to each reader in the right time 
slot. 

Randd^ Access Receiving Window: When the system is dynamic in the 
sense that the tags or seaS^ repeatedly pass in and out of the reading zone of the reader, 
the tags respond in this wimk)w. In the random window each tag responds in a random 
time slot. It is also possible to i;^ave more &e^one responding tag in the same time slot. 
Having more 4hen^ one tag in th^ame time slot generates a collision. It is possible to 
have more t^ien^one transmission fWi a tag in this window. Retransmissions increase 
15 the probability of tag detection and >^e determined in the Broadcast message. For 
example, within the random access receiving window, communication may proceed in 
■^^nprdn nrr wit h n nl nt trrl A Ti OHA pr no edurb . 

g- Alert Window: The Alert Window may be employed for high priority 

communications and is intended to provide priority to seals which contain emergency 
20 messages. 

Physical links useful in implementing a preferred embodiment of the 
present invention are now described, including a down-link (also termed herein 
"forward link") linking the reader to the tags/seals, and an up-link ("retum link") linking 
the tags/seals to the reader. 

-5 Down-link (Forward link): The Down-link is the link from the reader to 

the tags and/or seals. The Modulation is typically ASK (Amplitude shift keying), FSK 
(Frequency shift keying) or PSK (Phase shift keying). The carrier typically comprises 
one of the ISM bands approved for short-range devices, 916 or 433.92 Mhz. The Data 
rate is typically 16 kbps. The Base band coding may be Manchester-based as shown in 

30 Fig. 2. The Frame Preamble (FPH) typically comprises a string of 16 bits with the logic 
value "0". The Frame Synchronization of the down-link may be based on an 8-bit string 
as shown in Fig. 3. The second and third bits may not comply with the Manchester code 
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rules. Bits 5 and 6 denote the direction of the hnk. Bits 3 and 4 denote the DouTi-Link 
direction. Bits 0, 1 and 2 denote the type of sync. Different syncs are detailed in Fig. 5. 

Up-link (Return link): The Up-link is the link from the tags and/or seals 
to the reader. A suitable Modulation is ASK (Amplitude shift keying), FSK (Frequency 
5 shift keying) or PSK (Phase shift keying). A suitable carrier is typically one of the ISM 
bands approved for short-range devices, 916 or 433.92 Mhz. A suitable Data rate may 
be 20 kbps. The Base band coding may be Manchester. The Frame Preamble (FPH) may 
be a string of 16 bits with the logic value "0". A suitable Frame synchronization is based 
on a . string of 8 bits interval, as shovra in Fig. 4.. The second and third bits do not 
10 comply with the Manchester code rules. Bits 5 and 6 denote the direction of the link. 
Bits 3 and 4 denote the Up- Link direction. Bits 0, 1 and 2 denote the type of the sync. 

□ Different syncs are detailed in Fig. 5. ... 

S Communication sessions within the system shown and described herein 

f are typically master-slave interactions, where the reader is the master. In some special 

-J 15 cases, the tags rather than the reader may start a session. Sessions may or may not be 
synchronized, where "synchronized" means that readers periodically generate 

^ communication sessions with the tags or seals. The period may be long or short. 

B "Unsynchronized" sessions are sessions where tags communicate in sessions which are 

not initiated by a reader. When the readers synchronously transmit commands into the 

3 20 air, tags typically monitor the nature of the received strings, since each string may or 
may not relate to the tag. In the case where the string is related to the tag, the tag should 
act accordingly. Otherwise, i.e. if the string is not related to the tag, the tag skips the 
ongoing session cycle and looks for the next one. 

In some applications, it may be preferable to combine the master/slave 
25 embodiment with the alternate embodiment described above in which tags and seals are 
allowed to generate spurious sessions by themselves. If the two embodiments are 
combined, the system leaves room for that to happen by providing relieved master/slave 
cycles. 

Typically, there are several types or modes of communication sessions such as the 
30 following session types: general-mode communication sessions, sessions involving 
transmission of packets to and from the reader, sessions involving transmission of 
tracking messages to and from the reader, reader sessions with or without packets and 
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without tag transmissions; addressed sessions involving packet transmissions to and 
from the reader and the tag; and unsynchronized sessions. Each of the above session 
types is described herein in detail: 

a. General Mode: In the general mode, the reader transmits the IH and the 

5 BMM strings. It may be that several readers are interlaced together, tag messages (TMs, 
described in detail below) can come in the various windows. 

b- Sessions involving transmission of packets to and from the reader: The 

reader transmits the IH and the BMM strings. If there are several BMM strings they are 
in the form of packets. Tag messages (TMs, described in detail below) come in the 
10 assigned window. In case of an alarm, the tags can burst in the alarm window. Long 
TMs come in the form of packets. 

c. Sessions involving transmission of Tracking messages to the tags: The 
reader transmits the IH, BMM and the TMM strings. The tags receive the message, 
during which the power continuously decreases, and report back the final portion of the 

1 5 message which it succeeded in receiving, thereby indicating to the reader the minimal 
level of power which that tag requires in order to receive. This mechanism is 
particularly useful for asset tracking applications. 

d. Reader sessions with or without packets and without TAG transmissions: 
The reader transmits the IH and the BMM strings. Because of the nature of these BMMs 

20 they are in form of packets. 

e. Addressed sessions involving packet transmissions to and from the 
reader and the tag: These sessions are very similar to the above-described packet 
transmission sessions, but here packets are addressed to one specific tag. 

i- Unsynchronized Sessions: All the previous session modes obeyed 

25 conventional Master- Slave rules, however in this mode, readers, tags, and seals are at 
the same level. All sessions in this mode are random sessions. 

Fig. 6 illustrates the various reader transmission windows of Fig. 1 and 
responses from the tags associated therewith. 

Fig. 7 illustrates reader transmission and tag responses involving packets 
30 in the fixed assignment receiving window of Fig. 1 and seal messages in the alert 
receiving window of Fig. 1. 

Fig. 8 illustrates reader transmission using track messages and tag 
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responses in the fixed assignment receiving window of Fig. 1. 

Fig. 9 illustrates reader transmission using packets, for BMM messages. 
Fig. 10 illustrates reader transmission using packets, for AMM messages. 
Fig, 1 1 illustrates an unsynchronized mode of communication. 
^gK^ 1^ 1:1 dlagia iii uf d piLftU L d f o rmat for ai\ iutciiugrr tion-head^ — 
^(IH) string transmittecrb>sareader as it initiates a communication session. Each reader 
^ \u string typically lasts for THwsStn&fidian^^ a resolution of 1.024 msec. This time 
duration is synchronized with the tags. The tagr"wace-t*p4ia.4D^ slightly shorter 

thnn T |( M i Thn Hpfanit valiif> fnr J^^^^ typir^^Hy appro yimatf ] y ^OOOmS^^ 

The notation employed in Fig. 12 is as follows: 

FsH & Fseh: Frame syncs. A frame sync typically lasts for 512 microsec. 
#B : The number of bytes up and including the last GRC byte. 
CMND: General command for this session. 

Tji (i = 0,1... K): Time which will elapse until broadcast of the ORGID 
tield, with some safety margins and a resolution of e.g. 1.024 msec, in order to allow 
tags to sleep until such time has elapsed. 

CRCi (i = 0,1...K): Cyclic redundancy checks for the CMND and Tji 

fields. 

ORGID: A unique ID of the user. Typically this is a prefix to the tag ID, 
which is common to all tags of a given user. 
RID: ID of the reader. 

Tc: The cycle time to the next Interrogation Header (IH), if any. 
ADI: A 4-byte identifier for group access. ADI=0 signifies a broadcast 
message to all tags. 

D&T: This is the current date and time of the reader in conventional 
GMT notation, as described in detail below. 

SYS: A system qualifier which the reader uses to indicate characteristics 
of the entire system of readers and tags e.g. whether or not the system is capable of 
authenticating its messages. 

CRC: cyclic redundancy check for fields #B to SYS inclusive. 
The last CMND (command) field in the string of Fig. 12 is for the tags, 
allowing them to jump through and to detect an expected value. The last CMND field 
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also allows tags to skip the wakeup during the IH string based on the prior knowledge of 
the system timings, and to jump direcdy to the last CMND field. 

Tags that successfully detect, once, the presence of a reader 
automatically use the possibility to wakeup synchronously. If the wakeup is 
unsuccessful, these tags go back to the default mode with default value of waking up 
every Thvv in a random phase. 

CRC computations may be based on the following CCITT polynomial 
which has a 2-byte result: 

X^^ + X*^ + X^+ 1 
where X is the bit string of the message. 

Fig. 13 is a diagram of a preferred format for a reader broadcast master 
message (BMM) string which is typically transmitted by a-reader after it transmits the 
interrogation header (IH) string of Fig. 12. The BMM string of Fig. 13 details the nature 
of the command and provides the information required to execute the command. 

The notation employed in Fig. 13 is as follows: 

FPH: Preamble of the string. 

FSbmm: The frame syncs for the BMM. A frame sync typically lasts for 

512 microsec. 

#B: Length of the substring including the CMND, the DATA field, and 

the CRC. 

CMND: The command for this session. 

DATA: Data relevant to execution of the command. 

CRC: Cyclic redundancy check for the #B, CMND and DATA fields. 

EM: END of MESSAGE, typically including one stop bit with the value 
"0", and a 448 microsec break. 

Fig. 14 is a diagram of a preferred format for a reader Tracking Master 
Message (TMM) string. The TMM string of Fig. 14 details the nature of the track 
command and provides the information required to execute the command. 

The notation employed in Fig. 14 is as follows: 

FSbmm: Frame syncs for the BMM string of Fig. 13. A frame sync 
typically lasts for 512 microsec. 

#B: Length of the substring including the CMND, DATA and CRC 



fields. 

k = 1.....K, k: Index of the Tracking message 
K is the total number of Tracking messages. 

CRC: Cyclic redundancy check for the #B, CMND, and DATA fields. 

EM: End of message, typically comprising a stop bit with the value "0", 
and a 448 microsec break. 

Fig. 15 is a diagram of a preferred format for an addressed master 
message (AMM) string which is typically transmitted by a reader to indicate a specific 
tag ID, as it approaches a specific tag. Typically, the addressed master message is 
transmitted after the reader transmits the interrogation header (IH) string of Fig. 12. The 
string of Fig. 15 includes information required to execute a command, e.g. a command 
whose nature is described in a BMM message or in a TMM message, together with the 
tag ID of the tag which is to execute the command. Typical reader-to-seal commands 
are listed in the table of Figs. 18A - 18E, 

It is appreciated that following transmission of the string of Fig. 12, one 
of the strings of Figs. 13 - 15 is transmitted. 

The notation employed in Fig. 15 is as follows: 

FSamm: Frame syncs for the AMM. A firame sync typically lasts for 512 

microsec. 

TF: Tag family's code. This indicates the type of tag that is being used. 
TID: Tag's ID code. 

Fig. 16 is a diagram of a preferred format for a tag Message (TM) string 
which is typically transmitted by a tag upon receipt of an Addressed Master Message 
string (Fig. 15) from a reader. If a tag Message string is long, it is split into packets. 
Packet indexing typically appears at the beginning of the DATA field. 

The notation employed in Fig. 16 is as follows: 

FSsm: Frame syncs for the tag Message string of Fig. 16. A frame sync 
typically lasts for 512 microsec 

MT: Message Type response code, corresponding to the command code 
of the command received 

Fig. 1 7 is an illustration of division of the data field into packets. 

Figs. 19A - 19B, taken together, form a table of external parameters 



which typically reside in the memory of each seal and are accessible from the outside 
for system adjustments. Part of them are read only and cannot be modified. 

Suitable definitions for each of the parameters in the table of Figs. 19A - 
19B are as follows: 

Table of Fig, 19 A. Row 1: Tag or Seal Status, 1 byte long. A suitable bit 
assignment is illustrated in Fig. 57, in which the bits may be as follows: 

Bit 7: Set/Tamper flag. If the bit 7 value is 0, the status is Set. A 
successful SET command resets this bit. If bit 7 value is 1, the status is the Tamper 
status. Any tamper event sets this bit to "1". 

Bit 6: Low Battery flag. When the tag detects a low power level, this flag 
is set to "1". This flag is latched. If power is recovered the RESET STATUS command 
may be used to reset the Low Battery flag. 

Bit 5: Inputo. This flag signals according to the signal level on InputO. 
This flag is not a latch flag. 

Bit 4: Sus_Set flag indicating the Suspended Set mode of operation. 

Bits 2 and 3: Mode flags indicate the tags' mode of operation, e.g. as 

follows: 

"00" - Active Mode. This is the regular mode of operation when everything is OK. 
"01" - New Tag Mode. This is a production mode. After the first SET command 
execution, this command cannot be recovered any more. 

"10" - Non Fatal Hardware Error. When a hardware error occurs in the tag which does 
not totally disable the tag, this flag is set. 

"11"- Fatal Hardware Error. When a hardware error occurs in the tag which does totally 
disable the tag, this flag is set. 

Bits 0 and 1: Mode Code flags indicating a subtype of the tags' Mode of 
operation as stored in bits 2 and 3. In each mode there can be several different statuses, 
e.g. different errors. Only one code at a time can be displayed. Priority of codes' display: 
1. Fatal hardware errors; 2. Nonfatal hardware errors; 3. Low battery indication; and 4. 
Normal mode indications. 

Table of Fig. 19A. Row 2: Tag or Seal Date & Time (D&T).The Date 
and Time parameter is a counter of 4 bytes with a resolution of 1 minute. The zero value 
starts from the following date and time: 01.01.1990 00:00:00, respectively. The date and 



time are represented in a GMT time reference. In production the current GMT value is 
stored under unlock mode. 

Bits and Bytes assignment: as shown in Fig. 58, where the Minutes range 
is : 0 - 59, Hours range is: 0 - 23, Days range is: 1-31, Months range is: 1 - 12, Years 
range is: - 99. 

Table of Fig. 19 A. Row 3: Tag or Seal Resistance (RES). Seal or Tag 
Resistance is the resistance value measured off the Seal wire of the seal or off the 
resistive sticker of the tag. This is a 1-byte read-only value. 

Table of Fig. 19A, Row 4: Tag or Seal number of Events (#EV). A tag or 
seal can store in its memory several events. Each event has its ovm serial number. #EV 
is the total number of events in memory. This parameter is a read only value. 

Table of Fig. 19A. Row 5: Tag or seal Life Counter (LFC). A tag or seal 
can control its life cycle, and Life counter counts the total events detected by the tag 
throughout its lifetime. When a tag or seal reaches its Life Counter limit, the tag stops 
functioning in its normal mode of operation. Each event decreases this value by one. 

Table of Fi g. 19A. Row 6: Tag or Seal Random value (RND) is the value 
computed by the seal for security manipulations. This is a 1-byte read only value. 

Table of Fig. 19 A. Row 7: Tag or Seal Firmware Version (VER) is the 
version of the firmware burned in the tag or seal. This is a read only parameter. The 
version typically comprises 2 parts: Version Number & Edition Number. 

Table of Fig. 19 A, Row 8: Tag or Seal Long STATUS -LTS; the Status 
is 2 bytes long. Bit 7 typically comprises a Set/Tamper flag. If the bit 7 value is 0, the 
status is the SET status. 

Table of Fi g. 19 A, Row 9: Tag or Seal received signal strength (RSSI). 
This is the amplitude of the received signal from the READER. This value is to indicate 
to the TAG, and the system about the property of the link, and a factor related to the 
distance between them. 

Table of Fig. 19 A. Row 10: reader IH length (Thw). This is the reader's 
IH string length. This parameter is with a default value for maximum system 
throughput. For special applications it is possible to override it with higher values to 
save energy. 

Table of Fig. 1 9 A. Row 1 1 : reader ID (RID). 
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Table of Fi g. 19B. Row 12: Group Access Identifier (ADI) which allows 
the reader to access groups that conform to this value. 

Table of Fig. 19B. Row 13: Organization identifier (ORGID) identifying 
the customer using this equipment. It may also be as a subgroup identifier in the same 
application. 

Table of Fig. 19B. Row 14: Assign mode time out (TA). When using the 
Assign mode, the tag needs to have a timeout in order not to be deadlocked. For that the 
tag uses a time out criteria of Ta sec. 

^ " TraWe--e£,£igM9B. Row 15: Deep Sleep Wakeup Cycle (TP). To save 

power, in deep sleep, the wakeup^eycls^j^^ then usual. Resolution is_ typically 1 

sec. 

■ Table of Fig. 19B, Row 16: Tag Family Thic; inHiratp^ th^ rnH^ nf th^ 

product type. 

Table of Fig. 19B, Row 17: Tag ID. This indicates the unique ID of the tag. 

Figs. 20A - 20B, taken together, form a System Time Intervals 
Definition Table. ) 

Fig. 21 is a simplified illustration of a preferred string transmitted by a 
reader in order to initiate communications. The reader Commands in Fig. 21 are 
described further below with reference to Figs. 22 - 54. 

Fig. 22 is an illustration of an example of the Verify command 
(Command No. 1 in the reader to seal Command Table of Figs. 18A - 18F). This is the 
normal interrogation cycle to read short messages from tags and seals. Tags may wake 
up in a random phase using the Thw (Fig. 19 A, Row 10). Tags may try to synchronize 
with the system based on an internal algorithm taking in consideration repetitions of the 
reader's message strings with constant Thw and Trw (Trw being shown in Fig. 20A) 

Upon successful detection of the reader, tags may continue to respond 
synchronously. This is true for random access, and for assigned access. If tags detect 
that they missed, they may return to default values of Thw and wake up randomly. 

The notation used in Fig. 22 is as follows: 

Tcm: The duration of the Calibration Message window. When Tcm equals 
zero, this means that there is no calibration message window. 

Tiw: The duration of the reader Interlace window. Resolution is in units 
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of 1 msec. When Tiw equals zero, this means that there is no readers' interlace window. 

Ts: The duration of a slot for receiving responses from a tag or a seal. 
Resolution is in units of 1.024 msec. 

Na: The number of slots in the Fixed Assignment Receiving Window. 

Nr: The number of slots in the Random Access Receiving Window. 

Nj: The number of slots in the Alert Receiving Window. 

#Rr: The number of random retransmissions from a tag in the Random 
Access Receiving Window. 

#Rt: The number of random retransmissions from a tag in the Alert 
Receiving Window. 

ASID: A random unique ID assigned to a specific assignment. This ID is 
provided in order to resolve ambiguities which could otherwise arise when plural tags 
are located in a region in which they could communicate with plural readers. 

PARAMETERS MASK: A bit mask of parameters which the tags and 
seal respond with. 

When the Tcm is not zero the calibration messages illustrated in Fig. 23 
are transmitted after the broadcast master message (BMM). In Fig. 23, P# is the high 4 
bits which store the message's serial number and PK is the low 4 bits which store the 
number of calibration messages transmitted. 

Fig. 24A is an illustration of an example of the Verify command 
(Command No, 1 in the reader to seal Command Table of Figs. 18A - 18F). 

Fig. 24B is an illustration of an example of the VERIFY response. After 
a wakeup header and a wakeup broadcast master message (BMM), the tags respond as 
requested by the reader. Type and timing of the response are according to the 
parameters defined in the command string (Fig. 24A). The same response can be 
returned in the fixed assignment receiving window, and the random access receiving 
window. 

"PARAMETERS MASK" is the list of parameters in a bit mask form. 
The list is designated as a bit mask according to the Parameters Table shown in Figs. 
19A and 19B. A "1" indicates the parameter that should be sent. A "0" indicates the 
parameter that should not be sent. "DATA*" stores the parameter return values. 

In Fig. 19A, the first parameter is masked with the MSB of the highest 
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byte, the second parameter in the table is masked with bit 6, and so on. If the table is 
extended, there are more bytes on the right. The mask bits are accordingly without any 
modifications to the command and the protocol. The order of the parameters is typically 
in accordance with the order set forth in the External Seal Parameters table of Figs. 19A 
- 19B. 

Reference is now made to Figs. 25 - 28B, which illustrate examples of 
Mask Bits assignments: 

Fig. 25 illustrates the order of the bit mask pertaining to Figs. 19A - 19B, 
for the Verify command in Fig. 18 A, line 1. 

Fig. 26A is a list of the following parameters from among the extemal seal parameters 
in the table of Figs. 19A - 19B: TS; D&T; RES; #EV; LFC; RND; and VER. Fig. 26B is 
the DATA* RESPONSE for the list of parameters of Fig. 26 A. - 

Fig. 27A is a list of the following parameters from among the extemal 
seal parameters in the table of Figs. 19A - 19B: TS; D&T; and VER. Fig. 27B is the 
DATA* RESPONSE for the list of parameters of Fig. 27A. 

Fig. 28A is a list of the following parameters from among the extemal 
seal parameters in the table of Figs. 19A - 19B: TS; VER; and RSSI. Fig. 28B is the 
DATA* RESPONSE for the list of parameters of Fig. 28A. 

TheJTamper-Cp.mmand (Fig. 18A, Line 2) is a command to interrogate 
tampered seals only. The command is identical to Verify except for the opcode llh. In 
this command only seals that have detected tamper status respond. This command is to 
provide high priority to the tampered seals in a crowded environment of seals. 

Fig. 29 is an illustration of an example of the Set command (Command 
No. 3 in the reader to Seal Command Table of Figs. 18A - 18E). The Set command (Fig. 
29) can approach a large number of tags or seals. If the string tums out to be too large, it 
is split into packets. Each packet includes information for up to 6 tags or seals. This 
command is important because it uses internal CRC for each tag data. 

The notation in Fig. 29 is as follows: 

P#: The high 4 bits of the first byte is the packet serial number. 
PK: The low 4 bits of the first byte are the total number of packets in the 
broadcast master message (BMM) string. 

CRCp: The CRC of the packet. 
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CRQ: The CRC of the tag or seal TF & TID fields. 

Fig. 30 is an illustration of an example of the Read DATA command 
(Command No. 6 in the reader to Seal Command Table of Figs. 18A - 18E). The READ 
Data command (Fig. 30) is for reading a block of data from a specific tag or seal. This 
5 command involves packets transmitted from the tag. 

In Fig. 30, BA is the base address in the memory of the block of data and 
BL is the data block length. A reader approaches a tag with the AMMi instructing the 
tag which block to send. By using this command the reader may ask to send consecutive 
blocks or retransmit a block. All the information useful for execution of the command 
10 by the tag is in the AMM. 

Fig. 31 is an illustration of an example of the WriteDATA command 
O (Command No. 7 in the reader to Seal Command Table of Figs. 18A - 18E). The 

m WRITE Data command (Fig. 31) is for writing a block of data to a specific tag or seal 

t\ memory. In Fig. 31, the P#/PK byte is the packet's serial number (P#) within the total 

15 number of packets (PK). All the TF and TID are the same in all packets. 
2 Byte assignment: Each block of data is not more than 32 bytes, the 

maximum number of packets is 15, and the packets are spaced to allow an acknowledge 
=p response from the tags. 

;S Fig. 32 is an illustration of an example of the Assign Slot s command j 

H 20 (Command No. 8 in the reader to Seal Command Table of Figs. ISA - 1 8E). The Assign 
Slots command (Fig. 32) is without acknowledge. Acknowledge is provided with 
complementary commands such as VERIFY (Command No. 1 in the Command Table 
of Figs. 18A - 18F). The system identifies if tags have been responding as expected. 
This command can be executed again in case that a tag failed to receive the command. 
25 Only tags that identify themselves in this command switch to this mode. 

Ending this mode is by a Clear Assignment Command (Line 9 in Fig. 18A) or by a time 
out. Tio is a time out duration where, if a tag is not approached within this time period, 
the tag returns back to the random access default mode. 

ASID is a random unique ID that is assigned to a specific assignment. 
30 The reader sends the same ID in the appropriate wakeup command. Thereby, a tag is 
able to identify if it is synchronized with the system, or not. This allows the tag to 
switch out if it finds a mismatch. Ni is the serial number of the tag's time slot. 
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Fig. 33 is an illustration of an example of the Clear Assignment 
command (Command No, 9 in the reader to Seal Command Table of Figs. 18A - 18E). 
The Clear Assignment command (Fig. 33) switches off tags that are in the assigned 
mode of operation. 

Fig. 34 is an illustration of an example of the "clear specific tags" 
command. (Fig. ISA, line 9). 

Fig. 35 is an illustration of an example of the "deep sleep" command 
(Command No. 10 in the table of Figs. 18A - 18E). 

/ iWgmicauons where tags or^als may \S\t inTeoeTyo or atondby for later — - 

usage, the tags and seal^^ai:^pically deactivated to prevent their interference with the 
operating tags on site. In this mSd^^e tags are in receive mode only. In this mode the 
wakeup cycle is 4 sec, longer then the ii§ti^"CRC" is the CRC computation for the TF 
& ID , whereby the tag . pQoitmrf y4detttifie s i tsetf . 

Fig. 36 is an illustration of an example of the Hard Wakeup command 
(Command No. 1 1 in the reader to Seal Command Table of Figs. 18A - 18E). The Hard 
Wakeup command wakes up tags that are in deep sleep mode. Tags look for this 
command only. 

Fig. 37 is an illustration of an example of the Reset Data Block 
command (Command No. 12 in the reader to Seal Command Table of Figs. 18A - 18E). 
This is the command to reset the data in the tag's memory data block to zero. 

Fig. 38 is an illustration of an example of the Start Alert Burst Mode 
command (Command No. 13 in the reader to Seal Command Table of Figs. 18A - 18E). 
Tags may burst into the ALERT chann el in case of an alert situation. This is not the 
default mode. In order to activate this option, the Start Alert Burst command is 
employed. 

Fig. 39A is an illustration of an example of the Stop Alert Burst Mode 
command (Command No. 14 in the reader to Seal Command Table of Figs. 18A - 18E). 
This command is the complementary command to the Start Alert Burst command. 
When used as a broadcast to all the tags, this is a general command. When used with a 
specific tag ID it is an acknowledgement to the tag saying that its alert message was 
received, and it can stop bursting. In this way the tag does not occupy the channel too 
much. 



19 



Fig. 39B is an illustration of an example of a Stop Alert Burst Mode 
Command for specific tags. This command is employed for stopping specific tags only. 

Fig. 40 is an illustration of an example of the Acknowledge — Alert 
Message command (Command No. 15 in the reader to Seal Command Table of Figs. 
ISA - 18E). This is to acknowledge a specific tag or tags whose alert message were 
received, to inform them that they may stop bursting until a new alert is detected. The 
difference between this and the previous command is that the previous command stops 
the Alert Burst mode which this command does not. 

Fig. 41 is an illustration of an example of the "Start alert burst mode 
unsynchronized" command (Command No. 16 in the reader to Seal Command Table of 
Figs. ISA - 18E). In applications where the reader does not poll the tags or seals 
frequently, it makes sense to ask the tags to burst in case of an alert without waiting for 
a wakeup signal from the reader. Otherwise the response of the system is too slow. 
Because this command does not comply to the Master/Slave rules, the tag typically take 
care not to transmit all the time. Tags should monitor the channel before bursting into 
the air. Only after monitoring the air to verify that it is free for TBD sec, the tag bursts 
its message. This command includes execution parameters for the tags e.g. the number 
of iterations to be performed. 

Fig. 42A is an illustration of an example of the "Stop alert burst mode 
unsynchronized" command (Command No. 17 in the reader to Seal Command Table of 
Figs. ISA - 18E). This command is the complementary command to the "Start Alert 
Burst unsynchronized" command of Fig. 41. 

Fig. 42B is an illustration of an example of the "Stop alert burst mode 
unsynchronized" command (Command No. 17 in the reader to Seal Command Table of 
Figs, ISA - ISE) when used in the case of "Stopping specific tags only". When used 
with specific tag IDs it serves as an acknowledgement to the tags that their alert 
messages have been received, so that they may stop bursting. This prevents the tags 
from occupying the channel too much. 

Fig. 43 is an illustration of an example of the "Acknowledge 
unsynchronized alert message" command (Command No. 18 in the reader to Seal 
Command Table of Fig. IS). This command is also termed herein the "Acknowledge 
Alert Burst mode unsynchronized" command. The command acknowledges to a specific 
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tag or tags that their alert message has been received, and they may stop bursting until a 
new alert is detected. The difference between this and the command of Figs. 42A - 42B 
is that the above command stops the Alert Burst unsynchronized mode. 

Fig. 44 is an illustration of an example of the Reset Status command 
(Command No. 19 in the reader to Seal Command Table of Figs. 18A - 18E). Some of 
the status bits can be reset. The Bit mask points to the status bits to be reset. 0 value 
indicates "don't modify" whereas a value of 1 indicates "reset value to zero". Each bit 
corresponds to the appropriate bit in the TS. 

Fig. 45 is an illustration of an example of the LONG VERIFY command 
(Command No. 20 in the reader to Seal Command Table of Figs. 18A - 18E). This is the 
interrogation cycle to read short messages from tags and seals, analogously to the Verify 
command of Fig. 22. The difference is the time scale for the sessions. This command is 
for very long time periods. In this command the value of Tr\v indicates a time interval of 
more than one hour. The resolution of Trw under this command is 0.1 sec. The command 
is suitable for applications where the system rate is very slow. Because of the long 
interval, Tags may lose accuracy for waking. Tags typically take this potential problem 
into consideration and wake up with sufficient safety margins to detect the reader in 
time. 

This is true for random access, and for assigned access. If tags detect that 
they have missed a message broadcast to them, they may return to default values of 
Thw, with random waking. 

The LONG VERIFY command of Fig. 45, given to an individual reader, 
typically cannot be interlaced with other readers. 

Fig. 46 is an illustration of an example of the SYNC VERIFY command 
(Command No. 21 in the reader to Seal Command Table of Figs. 18A - 18E). There is 
typically an interrogation cycle, for reading short status information from Assigned 
seals. The SYNC VERIFY command of Fig. 46 uses the previous settings of system 
timings. This broadcast master message (BMM) becomes very short allowing tags to 
jump directly to the broadcast master message (BMM) and to skip the IH string to save 
energy. Tags are not limited to the response length. Response length is typically 
determined in previous sessions, for example by using Verify commands. The tags 
compute their time slot position at the end of the broadcast master message (BMM). 



Fig. 47 is an illustration of an example of the Filter or "Wakeup4" 
command (Command No. 22 in the reader to Seal Command Table of Figs. 18A - 18E). 
When the Random Access window is used, the tags may be asked to retransmit their 
messages due to potential collisions. The reader may use this command to acknowledge 
to specific tags that their messages were received OK. This allows the system to reduce 
the number of tags that retransmit their messages. This is a command that increases 
throughput of the system in massive random access. The command uses the parameters 
from the last wakeup command. The feedback to each tag is CRCt, the CRC received by 
the reader in the tag's most recent response, and the slot number Nf of the response. 
These two bytes indicate to the tag, with a high level of confidence, that his message 
was received successfully. 

Fig. 48 is an illustration of an example of the Start Burst Mode or 
"Wakeup 5" command (Command No. 23 in the reader to Seal Command Table of Figs, 
18A - 18E). There are applications where frequent reader interrogations are not used, 
but an independent frequent tag or seal report is preferred. The Start Burst Mode 
command is used to start such a mode of operation. Under this command, and according 
to the parameters in the broadcast master message (BMM), the tag or seal wakes up and 
reports as asked. After this command the system is not in a master/slave mode of 
operation. When a reader receives a TM under this mode, reader acknowledges such a 
tag transmission. 

In Fig. 48, #Rr is the number of retransmissions from a tag in the 
Tunsync cycle. A Tunsync cycle is one complete cycle for the tag. tags transmit their 
messages periodically every Tunsync sec. In each cycle the tag retransmits messages in 
a random way according to the value in the #Rr field. A suitable resolution is 0.1 sec. In 
Fig. 48, "List of parameters" is the list of parameter codes with which the tags or seals 
respond. 

The Hard Verify or "Wakeup6" command is Command No. 24 in the 
reader to Seal Command Table of Figs. 18A - 18E). When tags are in deep sleep they do 
not respond to an ordinary Wakeup command. To allow the system to know the IDs of 
the tags that are in this mode, a special command is used, which the tags respond to. The 
Hard Wakeup command is typically the same as the Verify command only with a 
different code. Tags in deep sleep respond to the Hard Wakeup command in generally 
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the same manner as they respond to an ordinary Verify command. After this command 
the tags remain in deep sleep mode. 

Fig. 49 is an illustration of an example of the Track command 
(Command No. 25 in the reader to Seal Command Table of Figs. 18A - 18E). In Fig. 49: 

Tiw is the duration of the readers interlace window, resolution being in 
units of 1 msec. 

Ts is the duration of a slot for receiving responses from a tag or a seal, 
resolution being in units of 1000/4096 msec. 

Na is the number of slots in the Fixed Assignment Receiving Window. 

Nr is the number of slots in the Random Access Receiving Window. 

Nt is the number of slots in the Alert Receiving Window. 

#Rr is- the number of random retransmissions from a tag in the Random 
Access Receiving Window. 

#Ra is the number of random retransmissions from a tag in the Alert 
Receiving Window. 

AS ID is a random unique ID that is assigned to a specific assignment. 
Details of the ASID may be found in the Assign commands described hereinabove with 
reference to Fig. 32. 

K is the number of TRACKING messages (TMMs) to follow. 

"PARAMETERS MASK" is the bit mask of parameters which the tags 
and seal respond with. 

FSbmm is the frame syncs for the broadcast master message (BMM). A 
frame sync typically lasts for 512 microsec. 

#B is the string length, the string containing the CMND, the DATA field, 

and the CRC. 

k is the serial number of the Tracking message. 
K is the total number of Tracking messages. 

CRC is the cyclic redundancy check for the #B, CMND, and DATA 

fields. 

EM is the END of MESSAGE. End of message typically comprises a 
one stop bit with the value "0", and a break of 448 microsec. 

The Track command of Fig. 49 provides the interrogation cycle to read 



short messages from tags and seals. Tags may wake up in a random phase using the 
Thw. Tags may try to synchronize with the system based on an internal algorithm taking 
into consideration repetitions of HI strings with constant Thw and Trw. Upon successfiil 
detection of the reader, tags may continue to respond synchronously. This is typically 
the case for random access, and for assigned access. If tags detect that they have missed, 
they may return to default values of Thw and to random waking. 

The Track command of Fig. 49 is used in Tracking applications, in 
conjunction with TMM messages. The number of TiMMs is defined in the broadcast 
master message (BMM) under the K field. A tag, upon receiving the BMM and the 
TMM's, responds with the information that defines which of the TMM's has been 
received. This is typically in addition to the regular response as per the Verify 
Command of Fig. 22.- - ... 

Fig. 50 is an illustration of an example of the Write Parameters command 
(Command No. 26 in the reader to Seal Command Table of Figs. 18A - 18E). The 
system through the reader may want to modify a tag's default parameters value. This can 
be done via the Write Parameters command. Not all the parameters are accessible after 
executing the LOCK command in production. The parameters listed in the table of Figs. 
19A - 19B are valid for the Write Parameters command. TF = 00 and TID=0O for a 
broadcast command. 

Fig. 51 is an illustration of an example of the Read Parameters command 
(Command No. 27 in the reader to Seal Command Table of Figs. 18A - 18E). This 
command is the complementary command to the Write Parameters command of Fig. 50. 
The parameter mask corresponds to the parameter table of Figs. 19A - 19B. 

The Sync command is Command 28 in the table of Figs. 18A - 18E). In 
long polling cycles, the tags may loose clock accuracy, or synchronization. In order to 
keep timing and synchronization without consuming too much power from the tags, the 
reader sends this Sync command. The Sync command is used to maintain 
synchronization in the system. 

The Lock command (Command No. 29 in the table of Figs. 18A - 18E) 
locks the ability to modify parameters that are not in the parameter table of Figs. 19A - 
19B. 

The Suspended Set command (Command No. 30 in the table of Figs. 



18A - 18E) is a command that can approach a large number of tags or seals. This 
command typically behaves the same way as the SET command of Fig. 29. The only 
difference is typically that unlike the SET command that takes place immediately, the 
Suspended SET is effected automatically by the seal after the seal wire is plugged in the 
seal. 

Fig. 52 illustrates the Lock command (Fig. 18E, line 29). 

Fig. 53 is an illustration of an example of the Addressed Verify 
command (Command No. 31 in the reader to Seal Command Table of Figs. ISA - 18E). 
This command is the same as the Verify command of Fig. 22 with the difference that 
this command approaches a specific seal that is specified in the broadcast master 
message (BMM). The response of the seal is random according to the parameters 
defined in the command. The following parameters are typically- not applicable in this 
command: Na, Nt and Rt. 

Fig. 54 is an illustration of an example of the "Addressed Read Events" 
command (Command No. 32 in the reader to Seal Command Table of Figs. 18A - 18E). 
This command reads events from a specific seal. The command specifies the first event 
to be read and the number of events to follow. If the request is larger than what the seal 
can send, the response is shorter than requested. Another cycle is typically performed. 
In Fig. 54, EV# is the Event serial number and #EV is the total number of events in 
memory. 

The Soft SET command (line 33 in the table of Figs. 18A - 18E) has the 
same structure as the SET command. The difference is at the seal level. In this 
command the seal marks this command as an event, but does not reset the event's 
memory. The opcode for this command is 1 AH. 

A suitable set of seal to reader Messages is now described, with 
reference to Figs. 55A and 55B which illustrates a plurality of seal-to-reader message 
types each having a response opcode MSGT. As seen in Figs. 55 A and 55B, in case of a 
faulty response, the MT is the same as the correct response but the msb (most 
significant bit) is set to "1". 

Fig. 56 is a table assigning an Event Code to each of a plurality of 

events. 

Some of the seal-to-reader message types of Figs. 55 A and 55B are now 



described in detail. 

Set response (Message Type No. 18H) in the table of Figs. 55 A and 
55B): After a wakeup header and a wakeup broadcast master message (BMM), the tags 
respond in a time slot, in the same order that they appear in the BMM. The same 
response can be returned in the fixed assignment receiving window, and the random 
access receiving window. If the response is negative the MT code should be 
accordingly. 

Read Data response (Message Type No. 32H) in the table of Figs. 55A 
and 558): This response retums a block of data from the tag's memory. The tag 
executes the same procedure as before. Each tag monitors the AMM to determine 
whether its own TID is there. The Read Data Response command approaches only one 
- tag. After the AMM the tag responds immediately without going to sleep. All the other 
tags that do not need to respond go to sleep based on the knowledge of the receiving 
window timings. Tag Message response in composed of packets. 

Fig. 59 is an illustration describing typical bits for the Long Status 
parameter of Fig. 19A (line 8). 

Fig. 60 A is an illustration of the Set command (line 3 in Fig. 18B). 

Fig. 60B is an illustration of the response of a tag to a reader which has 
transmitted the Set command of Fig. 60A. 

Fig. 61 A is an illustration of the Read Data command (line 6 of Fig. 

ISA). 

Fig. 6 IB is an illustration of the response of a tag to a reader which has 
transmitted the Read Data command of Fig. 61 A. 

T^^ ^N^ packul fuiiiiai fui ilie Read - Data Rooponao moc c agc type ic 
typically as illustrat^m Fig. 62. In Fig. 62, the P#/P byte is the packet's serial number 
(P#) from total number 3*smckets (PK). Each packet is prompted by the reader. The 
response instructs the tag hbw to proceed with the next packet. A suitable bit 
assignment is four high bits for P# ahd 4 low bits for PK. Each block of data is not more 
then 64 bytes. A suitable maximum numb^of packets is 15. In case of an error wdth the 
memory data integrity, and the data is corKmted, a suitable response is sent e.g. as 
Hluatrat o d in rig. - t? 3: — ^ 

Write Data response (Message Type No. 40H) in the table of Figs. 55A 



and 55B): A suitable format for a Write Data Response is shown in Fig. 64B. After the 
specific tag identifies its TID in the AMM, it collects the data block to write it in its 
memory. All the other tags go to sleep according to the timing data provided in the 
header of Fig. 64A. A suitable format of the TM field of Fig. 64A is as shown in Fig. 
64 B. After each packet the tag responds with the above TM, if the data arrived 
successfully. If not then a suitable response, e.g. as illustrated in Fig. 65, is returned. 
Typically, there are not retransmissions in case of errors. The reader retransmits the 
corrupted packet or packets in a new session, in order to keep the timing the system. 

Assign slots response (Message Type No. 50H) in the table of Figs. 55A 
and 55B, A suitable Assign Slots Response message is shown in Fig. 66B. After a 
wakeup header and a wakeup broadcast master message (BMM) as shown in Fig. 66A, 
the tags respond in a time slot in the same order that they appear in the BMM. An 
acknowledgement is within the response TM for each tag. The system identifies 
whether tags were responding as expected. This command can be executed again if that 
tag failed to receive the command. Only tags that identify themselves during this 
command switch to the Assign slots mode. Ending this mode is by Stop Command (Une 
9 in Fig. 18 A) or time out. When this mode ends, the tag returns to the random access 
default mode. The reader typically retains, in this command, the same time fi-ame for 
Tdw as the cycle before. This is to allow tags which have not received this command and 
which are in the same mode as the previous cycle, not to override adjacent tags that may 
have shorter messages. 

Clear Assignment response (Message Type No. 51H in the table of Figs. 
55A and 55B): Each tag, after receiving the Clear Assignment command of line 9 of the 
Table in Fig. 18A) responds with an appropriate MT in the same time slot as before. A 
suitable acknowledge for this command is illustrated in Fig. 67. Tags that respond with 
another MT code, or did not respond at all, are marked as those that did not receive the 
command. 

Deep Sleep response (Message Type No. 60H) in the table of Figs. 55 A 
and 55B): Each tag after receiving the Deep Sleep command of line 10 of the Table in 
Fig. 18 A), responds with an appropriate MT in the same time slot as before. A suitable 
acknowledge to this command is illustrated in Fig. 68. Tags that respond with another 
MT code, or do not respond at all, are marked as those that did not receive the 
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command. 

Hard Wakeup response (Message Type No. 61H) in the table of Figs. 
55A and 55B): Each tag after receiving the Hard Wakeup command of line 11 in the 
Table of Fig. 18B responds with an appropriate MT in the same time slot as before. A 
suitable acknowledge to this command is illustrated in Fig. 69. Tags that respond with 
another MT code, or do not respond at all, are marked as those that did not receive the 
command. 

Reset Data Block response (Message Type No. 2 AH) in the table of Figs. 
55A and 55B): Each tag after receiving the Reset Data Block command of line 12 in the 
Table of Fig. 18B responds with an appropriate MT in the same time slot as before. A 
suitable acknowledge to this command is illustrated in Fig. 70. Tags that respond with 
another MT code, or do not respond at all, are marked as those that did not -receive the 
command. 

Start Alert Burst response (Message Type No. 70H) in the table of Figs. 
55A and 55B): Each tag after receiving the Start Alert Burst command of line 13 in the 
Table of Fig. 18B responds with an appropriate MT in the same time slot as before. A 
suitable acknowledge to this command is illustrated in Fig. 71. Tags that respond with 
another MT code, or do not respond at all, are marked as those that did not receive the 
command. 

Fig. 72 is an illustration of a tag's response to a Stop Alert Burst Mode 
command (Fig. 18B, line 14) transmitted by a reader. 

Stop Alert Burst response (Message Type No. 72H in the table of Figs. 
55A and 55B): Each tag after receiving the Stop Alert Burst command of line 14 in the 
Table of Fig. 18B responds with an appropriate MT in the same time slot as before. 
Following is the acknowledge to this command. Tags that respond with another MT 
code, or did not respond at all, are marked as those that did not receive the command. 

Acknowledge Alert response (Message Type No. 73H in the table of 
Figs. 55A and 55B): Each tag after receiving the Acknowledge Alert command of line 
15 in the Table of Fig. 18B responds with an appropriate MT in the same time slot as 
before. A suitable acknowledge to this command is illustrated in Fig. 73. Tags that 
respond with another MT code, or do not respond at all, are marked as those that did not 
receive the command. 
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Start Alert Unsvnchronized Burst response TMessage Type No. 38H) in 
the table of Figs. 55 A and 55B): Each tag after receiving the Start Alert Unsynchronized 
Burst command of line 16 in the Table of Fig. 18C responds with an appropriate MT in 
the same time slot as before. A suitable acknowledge to this command is illustrated in 
Fig. 74. Tags that respond with another MT code, or do not respond at all, are marked as 
those that did not receive the command. 

Stop Alert Unsvnchronized Burst response (Message Type No. 39H in 
the table of Figs. 55 A and 55B): Each tag after receiving the Stop Alert Unsynchronized 
Burst command of line 17 in the Table of Fig. 18C responds with an appropriate MT in 
the same time slot as before. A suitable acknowledge for this command is illustrated in 
Fig. 75. Tags that respond with another MT code, or do not respond at all, are marked as 
those that did not receive the command. - - . 

Acknowledge Unsynchronized Alert response (Message Type No. 76H) 
in the table of Figs. 55A and 55B): Each tag after receiving the Acknowledge 
Unsynchronized Alert command of line 18 in the Table of Fig. 18C responds with an 
appropriate MT in the same time slot as before. A suitable acknowledge for this 
command is illustrated in Fig. 76. Tags that respond with another MT code, or do not 
respond at all, are marked as those that did not receive the command. 

Unsvnchronized Alert Message (Message Type No._77H in the table of 
Figs. 55A and 55B): This message, as shown in Fig. 77, is a burst that a tag sends out, 
unsynchronized, to the reader's cycle. 

Reset Status response (Message Type No. 43H in the table of Figs. 55A 
and 55B): Each tag after receiving the Reset Status command of line 19 in the Table of 
Fig. 18C responds with an appropriate MT in the same time slot as before. A suitable 
acknowledge for this command is illustrated in Fig. 78. Tags that respond with another 
MT code, or do not respond at all, are marked as those that did not receive the 
command. 

Write Parameters Response (Message Type No. 41H in the table of Figs. 
55A and 55B): Each tag after receiving the Write Parameters command of line 26 in the 
Table of Fig. 1 8E responds with an appropriate MT in the same time slot as before. A 
suitable acknowledge for this command is illustrated in Fig. 79, Tags that respond wdth 
another MT code, or do not respond at all, are marked as those that did not receive the 
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command. 

Lock Response (Message Type No. 85H in the table of Figs. 55A and 
^:.B): Each tag after receiving the Lock command of line 29 in the Table of Fig I8E 
responds with an appropriate MT in the same time slot as before. A suitable 
S acknowledge for this command is illustrated in Fig. 80. Tags that respond with another 
MT code, or do not respond at all, are marked as a,ose that did no, receive the 
command. 

Suspende d SET Resp onse (Message Type No. 19H) in the table of Figs 
^:>A and 55B): Each tag after receiving the Suspended SET command of line 30 in the 
Table of F,g. I8F responds with an appropriate MT in the same time slot as before A 
su,table acknowledge for this command is illustrated in Fig. 81. Tags that respond with 
another MT code, or do not respond at all, are marked.as those that did not -receive the 
command. 

Addresse d Read Events Res ^ (Message Type No. 33H) in the table 
of F.g. 55): As shown in Fig. 82, which depicts a suitable 8-byte EVENT message 
tormat, the events are spHt into 2 groups, the first group having an 8 byte length, and the 
second group having a 16 byte length. The difference is specified in the EVENT CODE 
held which may take any of the values listed in Fig. 56. Fig. 56 illustrates a set of 
suitable values for the Event Code field in the message format of Fig. 82. 

Fig. 83A and 83B are a suitable 16 byte EVENT message format The 
Event Code field in Figs. 83A - 83B assumes the value 33H. The - field of Fig. 83B 
may assume any of the values tabled in Fig. 84. 

A CD-ROM is appended herewith, which stores a software 
implementation of one embodiment of the present invention including some of the 
features shown and described hereinabove. 

The reader in the embodiment of Appendices A through C, comprises 
two microcontrollers: the first is an ••MC68HC8I2 (MCU)" available from Motorola and 
the second is an ••AT90LS8535 (AVR)" available from ATMEL. Also provided, in the 
embodiment of Appendices A through C is a data seal comprising a "PIC16F876 (PIC)" 
microcontroller available from Microchip. Each of the three microcontrollers has its 
own respective software and its own respective process for loading the software, as 
described below. 



